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Organisations are changing
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There’s more to cyber security than information

Skills Reputation

Information Trade secrets

\

Infrastructure Relationships

| All intellectual assets need protection
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It’s flows - not stocks - that matter

“As time goes on the most important thing about a
scientific and technological base may not be what
information is in it at any given moment, but the
speed with which it is continually renewed and the
richness of communication carrying specialized know-
how to those who need it and acquiring knowledge
swiftly from all over the world.
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Alvin Toffler, Futurist




The end of security perimeters

A Consumerization, mobile computing and cloud
computing will dissolve physical, electronic and lifestyle
perimeters

A Legacy systems are not designed for an open network
environment

I Critical systems and infrastructure will be increasingly exposed

A Adoption of cloud computing will intensify the exposure

I Virtualization changes the problem and solution spaces

A Quick operational fixes not an effective remedy

I Traditional fortresses don’t work in the new societal construct
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Unstoppable trends
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Powerful tools

Threats more Unprecedented
strategic, professional degrees of and access in the
and collaborative externalisation hands of users

A new world of Accelerating Slow death of
partnerships - but exploitation and institutionalised
who controls them? attack speeds authority
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Key threats to watch

Advanced persistent Attacks on SCADA Large scale
threats systems information leaks

Mobile Data Traffic Growth (US)
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Advanced persistent threats

A Many originating in C
A Sophisticated and we
A Exploit multiple attac
A Use both commercial

nina
| funded

k vectors and mechanisms
and bespoke tools

A Carefully planned and targeted

A Long term and relentless

A Designed primarily to steal intellectual property

A Future attacks could go beyond theft of secrets
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SCADA threats

A Modern SCADA systems are:

I Powerful enough to destroy a plant

I Built and operated with insufficient attention to
security vulnerabilities

I Riddled with unauthorised external connections

A Offensive techniques are many and varied:

I Inertial attacks, exclusion attacks, resonance attacks,
wear attacks, surge attacks, water hammers, latent
attacks, etc.

A There are no quick or cheap fixes to these
vulnerable systems

AN ‘ (SCADA = Supervisory control and data acquisition) m




Higher security risks in BRIC environments

Contractors breach Rule of law not Governments read

privacy laws well developed business emails High levels of

Partners steal your _
local crime

secrets

Kidnap and
ransom threat

Currency exchange risks

increase costs Local practices breach  Executives targeted by
FCPA rules intelligence services

AA| Trust is based on relationships rather than contracts
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The paradigm of the industrial age

Mlrust is good, control is better”

Joe Stalin

Works fine in a centrally controlled society
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The paradigm for the information age

“Trust, but verify”

Ronald Reagan

For managing situations beyond your direct control



There’s no such thing as an isolated incident

—

safety incident,
there are 29 minor
incidents, 300 near misses
and thousands of bad practices

AN Aim to prevent not to respond to major incidents



The challenge of SME security

A Small and medium sized companies don’t do security
I They don’t know how, and they have no money
I Security is a ‘grudge purchase’
A Increasing use of small contractors by large enterprises

A SMEs are the ‘soft underbelly’ of big business and critical
national infrastructure

A ISSA (UK) is leading the way with sensible, tailored
guidance
I ISSA 5173 security standard published earlier this year
A Many security vendors are targeting the SME market

I Cloud services enable low cost security services
I Ease of use enables entry to developing markets P—
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The challenge of privacy

A Privacy is hard to safeguard in an information society

A There are just as many citizens that don’t care about
privacy as those that do

A Some authorities believe that privacy and security are a
Zero-sum game

A Politicians are increasingly attracted to mandating the
reporting of data breaches

A There is widespread bad practice, and ignorance of the
most effective mechanisms to prevent data breaches

A All enterprises with large customer databases

should plan for catastrophic breaches gﬁt/@
L
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Information has three major components

Confidentiality Integrity

Availability

They are not equally visible or addressed
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Can we trust our data?

Re-use of data Centralisation Input errors Chinese
out of context of databases (GIGO) whispers

l l l l
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Political Competitor Urban Cyber
spin FUD myths warfare

Data integrity - the final frontier
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The art of cyber war

“Cyber warfare is more the art of illusion
than the science of sabotage”

David Lacey




Cyberspace is different

In cyberspace, we feel
anonymous and concealed

Many actions We relax more,

have no open up, feel less
immediate inhibition
impact

We mix fantasy
with reality

We can explore
unacceptable We can be unusually

subjects such as hostile, rude and
pornography angry

We can commit acts, or reveal
information, that we’d never
contemplate in the physical world

AA See John Suler’s “The Psychology of Cyberspace”



Prepare for the information Tsunami

A Superabundant data
I Growing at 60% per year

A Cloud computing enables larger volumes of data to
be stored and processed

A Growing numbers of people with greater access to
more data
I No secrets are safe in a highly connected world

A Difficulty of removing data will become an
Increasing citizen concern

A Existing security practices will not scale to meet
futu re demands o Mobile Data Traffic Growth (US)
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Space weather — the next Y2K

Solar activity will peak massively between 2012 and 2015



Power is moving to the people

The slow death of institutional authority
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Network versus network

Massively scalable power for good or bad



How big is your security function?

As big as you want



The future focus of security will be ...

A External

A Mobile

A Global

A Intellectual S, R e
A Abstract e R AR

A Volatile i S T
A Accelerating

A Diverse

A Complex R RS

A Connectionless AR g e e

‘ All of the things that security is bad at
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What’s wrong with information security?

A Solutions have changed little in three decades despite an
evolving problem space
I Current standards are 20 years old (updated every 5 years)
I New technigues and technologies are few and far between

A Current approach is rooted in industrial age ‘process’ thinking,
rather than real-time, improvisational response
I Excessive focus on policies, procedures and audits

A Compliance recognises old standards, not emerging solutions
I Tick-box culture discourages change and innovation

I Too much focus on old audit actions, not enough on new threats

A Excessive copying of ‘best practices’ builds a dangerous
monoculture favouring the attacker { /”’} :
2
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Not all information security is the same

\
Real security:
Not generally practised as it
involves difficulty, delay and cost

/

Business enablement:
Impress the executive board with
the promise of future business

benefits

/
N
Compliance:

Implement the cheapest means of
meeting the control objectives
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Towards better governance

A Governments must give greater priority to safeguarding
citizen interests and addressing ‘moral hazard’

A Regulators should mandate stronger mechanisms such as
trusted computing and a secure development lifecycle

A Compliance must be tougher and encourage forward-
looking action rather than just tick-box compliance

A Standards need to be briefer, up-to-date and easier to
read and apply

A Professional development schemes needs to recognise
and encourage new security skills

A Research councils need to encourage greater
innovation in security technology
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New security priorities

Less focus on safeguarding internal
infrastructure, more on external
supply chains

Less focus on backward-looking
audit actions, more on what’s
happening now

Less focus on specifying security
controls, more on persuading other
people to address security

Against a background of increasing compliance demands



New security skills

Supply chain Influencing Strategic
leadership behaviour response

Crisis

Due diligence Psychology management

Contract : Intelligence &
| Marketing , : ..
development investigation

Relationship Social Digital forensic
management networking skills

And a stronger leadership role
AA|



Virtual
infrastructure

Transforms the
problem and
solution spaces

New security technologies

Cloud based security
services

Leverage a much
broader knowledge
base

Dashboard
technology

Enables centralised,
real time overview
of events

Data mining, fusion
& visualisation

Identify fraud and
support security
investigations

Al

Underpinned by Trusted Computing and the
Security Development Lifecycle




Thank you all for listening

David Lacey
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Human Factor




